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As an alternative to the signature detection, the anomaly
detection technique was introduced. First, the profiles of
normal activity are created through various metrics, and
afterwards the intrusion is detected when any system
behaviours deviate from the baseline profiles. Some of the
benefits of the anomaly detection systems are: ability to detect
novel attacks, uncertainty regarding what activity the attacker
can perform without triggering the alarm, capability to detect
insider attacks. But, the anomaly detection has several
drawbacks: establishing a normal traffic profile is challenging
and can be time-consuming, an inappropriate normal traffic
profile can cause poor performances, there are high percentage
false alarms that make it very difficult to associate the alarms
with the actual attacks that caused them, a malicious user can
inject gradually malicious traffic, so that the anomaly detection
system considers it as normal traffic.

Abstract—Signal processing techniques have attracted a lot of
attention recently in the networking security technology, because
of their capability of detecting novel intrusions or attacks. In this
paper, we propose a new detection mechanism of network traffic
anomaly based on Analytical Discrete Wavelet Transform
(ADWT) and high-order statistical analysis. In order to describe
the network traffic information, we use a set of features based on
different metrics. We evaluate our technique with the 1999
DARPA intrusion detection dataset. The test results show that
the proposed approach accurately detects a wide range of
anomalies.
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I.

signal

INTRODUCTION

Intrusion detection and network security has become and
important problem in today’s world. The Internet, the
emergence of a variety of wireless networks, the mobility of
network hosts along with the vulnerability of present-day
software and protocols have a major impact regarding the
evolution of network-based attacks. Network intrusions are
carried out in various forms: virus, spamming, worms,
malware, privilege escalation, unauthorized logins, access to
sensitive information, attacks against vulnerable services,
injecting unwanted packets into the target networks. As a
consequence, this insecure environment has lead to the
development of network intrusion detection systems (NIDS).

In terms of traffic premises, there are four types of
situations: intrusive but not anomalous (i.e. the detection
system falsely reports the absence of intrusion), not intrusive
but anomalous (i.e. the detection system falsely reports
intrusion), not intrusive and not anomalous (i.e. is not reported
as intrusive) and intrusive an anomalous (i.e. is reported as
intrusive).
In recent years, as an alternative to the traditional network
techniques in anomaly detection (e.g. machine learning based
techniques, data-mining based methods), several signal
processing techniques have found applications in NIDS:
adaptive thresholding, cumulative sum [7], [8], principal
component analysis [9], statistical analysis approach [10], [11],
Hurst parameter analysis [12].

An intrusion detection system is a software tool that
captures and analyzes host-based or network-based
information, to identify the attacks that attempt to compromise
the integrity, availability or confidentiality of the
system/network. Primarily, NIDS are classified into
signature/misuse detection and anomaly detection. The
signature based detection relies on a database of a predefined
set of attack signatures. By analyzing the collected packets and
the observed trace left in the system, the attack can be
identified. The great advantage of this detection system is that
known attacks can be detected reliably with a low false positive
rate. However, this requires frequent signatures updates with
the latest known attacks. On the other hand, the misuse
detection is faced with some difficulties: how to identify an
attack that spans multiple packets over multiple discrete events,
how to detect new attacks, to name a few.

978-1-4244-6363-3/10/$26.00 c 2010 IEEE

In this paper, we propose a new network anomaly detection
method based on Analytical Discrete Wavelet Transform
(ADWT), which consists of five components: feature analysis,
wavelet transform, statistical analysis & thresholding, wavelet
synthesis and anomaly detection. In the first step, the raw
TCPDUMP packet data of 1999 DARPA ID Dataset are
converted into network flow logs, based on different basic
metrics, used to measure the entire network’s behaviour. Next,
we employ the wavelet transform for statistical analysis by
means of a sliding window. We then, selectively reconstruct
the signal only from those wavelet coefficients that surpass the
thresholds on each scale. Therefore, the reconstructed signal
can be distinct from original signal to a greater degree. The
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final step is detection, in which attacks and anomalies are
checked using thresholds. The thresholds are established
through the research of historic traffics. The general
architecture is illustrated in Fig. 1.

Packets
flow

Feature
analysis

Wavelet
transform

Wavelet
synthesis

III.

The Analytical Discrete Wavelet Transform (ADWT) was
first introduced in [2], and refers to the one-dimensional (1D)
version of the Hyperanalytic Wavelet Transform (HWT).
A 1D wavelet transform (WT) is shift-sensitive if a small
shift in the input signal can cause major variations in the
distribution of energy between DWT coefficients at different
scales. The shift-sensitivity of the DWT is due to the downsamplers used in its computation. In [2, 8] is devised the
Undecimated Discrete Wavelet Transform (UDWT), which is a
WT without down-samplers. Although UDWT is shiftinsensitive, it has a redundancy of 2J, where J denotes the
number of iterations of the WT and its implementation requires
a large number of different filters.
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Figure 1. The model of network traffic anomaly detection

The rest of the paper is organized as follow. Section II
introduces related work on applying wavelet analysis
techniques for intrusion detection. In section III we describe
the ADWT and its improved Inverse Analytical Discrete
Wavelet Transform (IADWT) [1]. Section IV presents our
method for anomaly detection. In section V we illustrate the
simulation results of our approach, and Section VI concludes
the paper.
II.

WAVELET ANALYSIS

Abry [3] first demonstrated that approximate shiftability is
possible for the DWT with a small, fixed amount of transform
redundancy. He designed a pair of real wavelets such that one
is approximately the Hilbert transform of the other. This
wavelet pair defines a complex wavelet transform. Kingsbury
[4, 5] developed DTCWT which is a quadrature pair of DWT
trees, similar to Abry’s transform. Both transforms are quasi
shift-invariant, but the filter design is quite complicated.
The ADWT is a complex wavelet transform, but instead of
using complex mother wavelets, it uses regular mother
wavelets (such those proposed by Daubechies), but the
transform should be applied to the analytical signal associated
to the input signal, computed as:

RELATED WORK

Techniques relying on the wavelet transform have been
widely used recently in NIDS. The property of shift-invariance
along with good time-frequency properties lead to improved
detection results. Examples of typical works include literature
[6-16].

xa = x + jH{x}

(1)

The implementations of the ADWT and of its inverse
(IADWT) we employ in this paper are those proposed in [1].
The decision to use the improved version of IADWT in the
reconstruction process was dictated by a few advantages: better
shift-invariance properties, simplicity, flexible structure (e.g.
can use any orthogonal or biorthogonal mother wavelets) and
reduced computation time required.

In [6], Barford et al. use multi resolution analysis to
evaluate traffic signal filtered only at certain scales. A
deviation algorithm is presented to identify anomalies (e.g.
flashcrowds, outages, DoS attacks etc.) by setting a threshold
for the signal composed from the wavelet coefficients at
different frequency levels. In [13], has been presented a
framework for real time wavelet analysis of network traffic.
The evaluation results show that Coiflet and Paul wavelets
have better characteristics in detecting anomalies under the
same environment. In [14], Daniotti et al. proposed a cascade
architecture to detect volume-based anomalies caused by DoS
attacks. The system is made of two different systems – the first
one based on adaptive threshold and cumulative sum, and the
second one based on Continuous Wavelet Transform.

IV.

ANOMALY DETECTION OF NETWORK TRAFFIC METHOD

A. Feature Analysis
Because most of the current NIDS use network flow data,
the feature analysis block extract network flow features so that
network traffic volumes can be characterized and
discriminated. Specifically, a network flow should include a
source (source IP, source port), a destination (destination IP,
destination port), IP protocol, number of packets, number of
bytes. In order to measure the network traffic, we use different
basic metrics: flow count over a time period, average number
of packets in a flow over a time period, average number of
bytes in a flow over a time period, average packet size in a
flow over a time period, and ratio of flow count to average
packet size [15].

To address the poor resolution in middle-high frequency of
the multi resolution analysis, Chang et al. [15], proposed a new
network anomaly detection method based on wavelet packet
decomposition, which can adjust the decomposition process
adaptively. In [16], Wei Lu and Ali Ghorbani proposed a new
network signal modelling technique for detecting anomalies.
The network traffic behaviours are characterized by different
features. Next, the normal daily traffic is represented by a set of
wavelet approximation coefficients using an ARX model. The
output for the normal daily traffic model is the residual that is
used as an input signal to the outlier detection algorithm and
finally a decision on the intrusion is made.

The evaluation of the proposed detection method is done
with the 1999 DARPA/MIT Lincoln Intrusion Detection
Dataset which consists of five weeks of “inside” and “outside”
sniffed traffic (tcpdump files) [17]. We consider only the
“inside” tcpdump traffic. Converting the raw tcpdump files into
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flow logs takes two steps: the editcap tool is used to split the
original tcpdump file into different tcpdump files over one
minute time interval, and then the resulted tcpdump traffic data
is converted into flow logs based on TCP, UDP and ICMP
protocols using the tshark tool.

V.

The 1999 DARPA data includes 5 weeks data: weeks 1 and
3 with no attacks (for training anomaly detection systems) and
the weeks 2, 4 and 5 with attacks (for testing).
Fig. 2 illustrates the feature “number of TCP flows per
minute” over the day 1 of week 1 (w1d1) and in Fig. 3 the
same feature over the day 1 of week 2 (w2d1).

B. Wavelet Transform
The ADWT with 4 level of decomposition is computed
using the Daubechies, 10-taps filter. The approximation and
detail coefficients are: [cA4, cD4, cD3, cD2, cD1]. With the
increase of the levels of the wavelet decomposition, the number
of the ADWT coefficients halves. If the length of the detection
series is N, the length of the wavelet coefficients series from
level j is N/2j.

Figure 2. Number of TCP flows per minute with normal traffic only.

C. Statistical Analysis and Thresholding
The statistical detection algorithm is based on the highorder statistics, specifically on the fourth-order cumulant. This
high-order statistic hold a very interesting property: has a high
value for signals with rapid and impulsive transitions, therefore
using it in our context is quite appropriate.

Figure 3. Number of TCP flows per minute with normal traffic and attacking
traffic.

For p and g, we define with M qp the complex moment of s

The result of the detection from the reconstructed signal for
the first day of the second week which contains several attacks
is illustrated in Fig. 4. The reconstructed signal is also
represented in Fig. 5.

in (2) and M qp his estimate, in (3).
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Figure 4. The detection result based on forth-order cumulant of the
reconstructed signal.

(4)

For the approximation and every details coefficients
obtained by applying the ADWT transform, we calculate the
forth-order cumulant using a detection window. The size of the
detection windows must be carefully chosen. A smaller
window is well suited in high-frequency detection, and a little
bigger under low-frequency detection. If the traffic is
anomalous in the detection window, there must be an increase
in the magnitude of forth-order cumulant.

Figure 5. The reconstructed signal.

As illustrated in Fig. 4, we know that the NTinfoscan, pod
and back attacks happen between timestamp 0 to 120 (since the
flow data is 1 minute sampled, the timestamp 120 means 120
minutes from the starting observing time point). Also, a
httptunnel attack happen around timestamp 200. From Fig. 4 it
can be concluded that the proposed network traffic anomaly
detection method can accurately detect the intrusions.

Through the research of historic traffic, we establish the
threshold value in each level of decomposition. By setting a
high threshold at each level, anomalies can be detected with
high confidence. Varying the window size may possibly lead to
changes to these threshold values. At the confirmation of
anomaly of time t on each level, we preserve the corresponding
wavelet coefficient for the reconstruction process.

In Fig. 6 is depicted the feature “number of TCP flows per
minute” over the day 1 of week 5 (w5d1).

D. Anomaly Detection
The signal is reconstructed only from those wavelet
coefficients that reach the alert thresholds. We can get better
performance in time localization if we detect the reconstructed
signal. If the alert threshold is reached, by measuring the peak
height and peak width, one is able to identify anomalies, their
duration, and their relative intensity.
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[2]

Figure 6. Number of TCP flows per minute with normal traffic and attacking
traffic.
[3]

The result of the detection from the reconstructed signal for
the data traffic from Fig. 6 is illustrated in Fig. 7. Also, the
reconstructed signal is shown in Fig. 8.

[4]

[5]

[6]
Figure 7. The detection result based on forth-order cumulant of the
reconstructed signal

[7]

[8]

[9]

Figure 8. The reconstructed signal.

[10]

From Fig. 7 we see that the portsweep, ipsweep, pod,
apache2, dict attacks [17] has been successfully detected.
VI.

[11]

CONCLUSIONS

[12]

In this paper, we have proposed a new detection
mechanism of network traffic anomaly based on Analytical
Discrete Wavelet Transform (ADWT) and high-order statistical
analysis. We evaluate our technique with the 1999 DARPA
intrusion detection dataset. The raw tcpdump files were
converted into flow logs based on TCP, UDP and ICMP
protocols. In the evaluation tests we take into account only one
feature: “number of TCP flows per minute”. The statistical
detection algorithm is based on the fourth-order cumulant. The
test results show that the proposed approach accurately detects
a wide range of anomalies.

[13]

[14]

[15]

In the future we intend to characterize the network traffic
behavior with the others features. Also, we will focus on
applying different wavelet basis functions, and see the impact
in detecting the attacks.

[16]
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